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Problem Insight

Compounding effects of adversarial perturbations and
spatiotemporally related changes in vehicle state must be taken into
account during the perturbation generation process. We introduce
DeepManeuver, the first state-adaptive approach to generate
adversarial perturbations that cause complex maneuvers.

Adversarial attacks are
often generated for
individual images, or
for an unordered
collection of images
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In the real world, images in a test
case are ordered, dependent, and
tightly coupled with vehicle state.
The evolution of state over time
can affect perturbation strength.
As the perturbation influences the
vehicle trajectory, it may become
less relevant to the inputs seen by
the vehicle’s DNN, reducing
perturbation strength.
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Given a DNN for vehicle actuation and a simulator, we build an automated, parameterized [ Perturbation Generator DeepManeuver
framework DeepManeuver that interleaves adversarial test generation with vehicle physics
simulation. This creates a refined adversarial test case for the vehicle at the system level.
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We modify the perturbation generation process to iteratively update the perturbation upon kAggr‘igator '”Je?tor Monitor j
changes in vehicle state to preserve compounding effects of the perturbation in previous :
states. At each step, new DNN inputs and vehicle actuation values from the simulator are

passed to the generator for refinement of the perturbation.

This is enabled through a two-part weighted loss function (below) for the generator that
adjusts loss terms according to their importance to the trajectory.

(" Test iy

argmzn(wnL1 (N (imgn +n), targety, )+ Z wr Lo(N(img: +1),Yz))
=0

Results
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Performance comparison of state-of-the-art baseline
technique DeepBillboard against DeepManeuver. Success
rate denotes fulfillment of the maneuver. Across all
parameterizations and environments, DeepManeuver
shows a 20.7 percentage point increase in success rate

over DeepBillboard. /\
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Performance for three multi-target maneuvers: hit a
bullseye, cut a corner, and change lanes.
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Bottom:
Simplified setup of a scenario to generate a perturbation
for a multi-target maneuver.
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